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Identity theft is usually defined as the misus@@fsonal information about someone by an
imposter for conducting two types of activitiesirgag access to existing accounts that the
victim has already established (“account takeoverifl opening new accounts in the victim’s
name (“new account openings”). It is importanhte that FACTA is not simply directing
the Treasury Department to conduct a study on $keeofibiometrics and other similar
technologies for “providing convincing evidencewdio actually performed a given financial
transaction”, but specifically requests that thelgtfocus on the use of biometrics “to reduce
the incidence and costs to society of identitytthef

1 (a) What range of biometric solutions could the private sector use to
reduce the incidence and costs to society of identity theft by providing
convincing evidence of who performed a given financial transaction?

According to a survey of identity theft victims pamed in July 2003 by the Identity Theft
Resource Center, a non-profit group that providsssgance to identity theft victims, the most
common form of identity theft involved the misudepersonal information by the thief to
open a new credit account in the victim’s namevegy three percent (73%) of respondents
in the survey reported that new accounts had bpeneal in their names by imposters. The
possibility that a thief can use an individual’sgmnal information to open new accounts in
an individual’'s name, and thereby ruin his/her ttreading by leaving the bills unpaid, has
been cited by some as one of the most insidiouslanthging forms of identity theft.

Identity theft involving new account openings caket place in person, or remotely (e.g., over
the phone or via the Internet). In either casks, veery likely that the creditor will have had no
previous relationship with the person whose idgmsitoeing claimed. If there is no previous
relationship between the creditor and the persomseldentity is asserted in the new account
application, then it is very unlikely that the cited will be able to match a biometric provided
by the person opening the account with a storechéioc. This would seem to preclude the
use of biometrics for preventing many identity teefivolving new account openings, unless
(a) the creditor can determine that the person damthe new account application has a
biometric template on record with some trustedditpiarty, and (b) the biometric template can
be accessed for identity authentication.

Because the creditor in this case wouldn’t havembtric template on file for identity
authentication purposes, it would be easy to simgpiginate this scenario from further
consideration, and focus instead on how biomeinight prevent identity theft in other
situations where the creditor knows the person whdesntity is claimed. But because
identity theft often occurs when new account a@gplis are claiming an identity unknown to
the creditor, the usefulness of biometrics in pneivig identity theft should address this
situation. To do so requires an assumption thébmetric presented by a new account
applicant can be compared to a biometric templated by a trusted third party. The

© Robert Pinheiro Consulting LLC 1



proposed study should therefore address this pbigsiand should explore the implications

of using trusted third parties for performing bidneidentity authentications. For instance,
a bank at which someone has an account might statr@erson’s biometric template for
identity authentication when accessing his/her aot It would be interesting to study
whether and how these biometric templates coulacoessed and used for remote
authentication by another creditor desiring to antltate someone claiming the same identity
as the bank’s customer.

In the case of identity theft involving accounteaker, the true account owner is known to
the creditor who opened the account. Hence tleditor may already have a biometric
template of the true owner on file that could beduor identity authentication. For in-person
attempts at account takeover, or in-person attetopgipen a new account with a creditor who
already knows the person whose identity is clainieel use of biometrics to authenticate the
applicant would be the most straightforward. Famote attempts at account takeover, even if
the creditor has a biometric template on file, asg of biometrics for authentication would
need to ensure that the biometric presented byetnete claimant is “live”, and not a copy.
This would increase the expense and complexityswfgubiometrics in this situation.

1 (e) Does the private sector have adequate incentives to adopt biometric and
other technologies to reduce the costs and incidence of identity theft?

In today’s environment, most creditors perform vidtle, if any, identity authentications
when processing new account applications. Legtilly are not liable for damages to
identity theft victims if they mistakenly open amaccount for an imposter. Rather than
taking the trouble to perform adequate identityfitions when new accounts are being
opened, it is often more convenient for creditorwitite off the losses (and pass them on to
consumers) when fraud occurs. One way to craatdey incentives for creditors to better
authenticate the identities of those opening neso@ats might be to limit immunity from
liability in identity theft cases only if the crédr can demonstrate that a good faith effort was
made to verify the identity of the account applicadntil this happens, it seems unlikely that
there will be much incentive for widespread usamf authentication technologies (including
biometrics) for preventing fraudulent account opgsi especially when the creditor does not
know the person whose identity is being claimed.

8. What barriers are there to the greater use of biometric and other
technologies to reduce the cost and incidence of identity theft?

Someone attempting to open a new account, or ®sa@n existing account, may do so in-
person, or remotely (over the phone or online)e Big difference between the in-person and
the remote case is that when the biometric is ptedaemotely, it is not clear that the
biometric is actually being supplied by person whimentity needs to be authenticated. It
could instead be a copy or recording of someoreslsometric. This problem does not
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exist with an in-person appearance. Hence, anyeusBbiometrics for remote identity
authentication needs to consider the “livenesstofathat is, is the biometric “live” or is it a
copy? This would seem to limit the range of biamestthat might be economically

applicable in a remote setting. For instancepfdne financial transactions, it might seem
that fingerprints might be an appropriate biomesioce finger scanners can be connected to
home PCs. However, the downside is that fingenrses are expensive, especially those that
purport to measure “liveness” factors such as s&imductance or blood flow. On the other
hand, the use of voiceprints in remote settingsonbt requires no special equipment (other
than a microphone), but liveness can easily beméted by conducting a query/response
interaction with the subject. However, other fastsuch as background noise) may lead to
reduced performance.

Bob Pinheiro
Independent Consultant
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